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Social Media and B PSEC

Operations Security

“Even minutiae should have a place in our collection,

for things of a seemingly trifling nature
when enjoyed with others of a more serious cast

'YX WEighing the bala nce between may lead to valuable conclusions.”
security and open communication




* What is OPSEC
e Balancing OPSEC with public affairs

* Operations Security and what it means to your
organization (military or not)

* How social media and open communication
can make our Army (and your organization)
stronger

* Rules of Engagement
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OPSEC = Operations Security

 Protection of classified, sensitive, or need-to-know

information

 Proprietary information, insider information, trade

secrets, etc.

All organizations have their own form of
Operations Security — information that should

S Butch Kaufman rmy son mark is going to irag, for the second time the 19th of this
month i am proud of him, he is 26years old | will be on pins and neetles all the
time, his job is dog handler k-9, i wish all our men and wamen well, i wish they
had a father and son program, i would like to be with him. i am 61lyears old, and
ready to stand by my son and our country . hooah!

Satb ak 11:4cam - Repork

be protected.



What are they are looking for:

* Names/photographs of important people
e Present and future U.S. capabilities
e Meetings of top officials
e News about U.S. diplomacy
e Important government places

e Information about military facilities: \
- e \S
— Location ‘\x\e o\\ec \)(Ge
— Units 00,00 ac 90
— Weapons used % O-aeds‘o\)e“
R o

— Fortifications & tunnels & i\
— Amount of lighting
— Exterior size and shape of buildings
— Number of Soldiers / officers
— Ammunition depot locations

* Leave policies

* Brigade and company names

* Degree & speed of mobilization

* Source: Al Qaeda Training Manual



The U.S. Army, and all government
organizations, have communications concerns
other organizations do not.

— Release of inappropriate information can result in lost lives.

* Policies and ROE that govern the use of weapons and electronic or
acoustic warfare systems

* Vulnerabilities of defensive dispositions

Vulnerabilities to attack

Vulnerabilities / capabilities of units, weapons systems

Doctrine for using various weapons
* New weapons that are available or are being employed

Overall bed/treatment capacity

Shortages in medical specialties / personnel



The objective of OPSEC is to make oneself or
organization a “Hard Target”

— Make it more difficult for an adversary to identify and
exploit vulnerabilities.

— Don’t post or publish personal or organizational critical
information in public venues, including social media sites.

: Laura Prybell Packwood My son is currently at FLW 21B... couldn't be more
"1 proud to be his Mom. I'm not Army Strong...l'm Army Family Strong! Thank you to
A
/]

all those who serve and the families that stand behind them! Happy 234 yrsl
HOOAH!

g? Teresa Dale Tam a Soldier and so is my husband. I give props to all the families 4:220m - Report
here because if it wasn't for u we would not be able to do what we do. I have done
my tour in Iraq and now he is servng his and being on the ather end of the tour as L
a family member is so difficult. I can honestly say I look up to all of u have done this Jlee, Ded and 2 others ke s,
before me and are doing it with me. Thank u. to my Soldier all of those with u be
safe and come home soon. Jee _ o _
May 31 at 8:24pm - Report My Son is there also he will firish B-fit this wk, come home next

wk. [ can't wait to hold my Son!!!

Rita

El And as the mother of the son wha is serving in Iraq right now
and a daughter-indaw who is patiently waiting for her
husband, I to salute the Army, and pray for you to keep both
of my kids safe in the coming years.



TET T your organizacion scronger

2 ?u Teresa 5 Hill Wood | am an Army Mom and proud to be. Without
Facebook and my Army and Army Mom support groups | don't

SOCia I m ed i a iS know where | would be. We are a family if you need anything, to

talk, advice, anything, we are here check us out. We are here for
each other. ARMY STRONC! ARMY MOM STRONG!

another tOOI to get 5:33pm - Comment - Like - Report

inf
yOur In O OUt, “ Mystie McGee
| second that!
except this one lets
(]
yO u r a u d I e n C e H Tami Recher glad I found this site, my son Tony is currently serving with the 710th
" BSE, 3rd BCT, 10th Mountain Div. (FT. Drum MY} in Afghanistan. I pray every day

for his safe return along with his fellow soldiers.

Report

June 5 at 6:56pm - Report

dialogue with you

EJ God Bless you and your loves....I know how hard deployments
are on Families....Stay strong....

a n d O t h e rS Gm;l E-Iess"y:nu a‘né ;.'nur family..and thank you.
[ ]

Tim McLaughlin For all those serving, thank you and God Bless America
June 5 at 4:04pm - Report

- Kaitlyn Gallardo Webb Does anyone know how to find an old Army friend? I have 'E“
. . . A d Ki ! ! X i 3 d wh h
' no idea where he could be now. When I knew him he was stationed at Ft. Bliss in i e . o o e aee i o o 11252
the mid 90's. If so can you message me. Thanks!

B June 5 at 3:57pm * Report

- R Show 2 more comments...
June 2 at 10:28am - Report
Candyce = Spm June 5
i Oh, Lori. Iam S0 SOITY. Hang in there.
Michae! 2t 10:352m June 2 ———
well if you have AKD access you can look him up in the white I the lat tme you ke o yant was i an? 5 i

yet?

pages on there,



facebook

Password

W The US. Army is on Facebook Sign up for Facebook to connect with The U.S. Army.

WWW.ARMY.MIL

Welcome to the U.S. Army's
Official fan page on Facebook,
where you will find the most
recent news stories, videos,
photos and podcasts that are
distributed by the Army's Office
of the Chief of Public Affairs. For

more info, see
http:/ /www.army.mil

Fans

6 of 16,095 fans

Ron Aaron

See All

Whitney

The US. Army =]

Wall Info Boxes Discussions RSS/Blog Video »
Q, Filters
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35 minutes ago - Report

Cory Elder Collin and Ashton, make sure you guys stay out of trouble and
do good in school. The Army only looks for the best to serve in our ranks
so make sure you do what your supposed to and you will be fine. Also
thanks for wanting to serve this great country.

12:10pm - Report

Cory Elder Matthew Newell, make sure you go to march2success.com. This
is a great site that will help you prepare for the ASVAB
12:07pm - Report
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stronger

Tami Recher glad I found this site, my son Tony is currently serving with the 710th
BSB, 3rd BCT, 10th Mountain Div. (FT. Drum NY) in Afghanistan. I pray every day
for his safe return along with his fellow soldiers.

June 5 at 6:55pm - Report

" Nancy likes this.
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Lizeth =
God Bless you and your loves....I know how hard deployments
are on Families....5tay strong....

Tin
God Bless you and your family. .and thank you.

Tim McLaughlin For all those serving, thank you and God Bless America
June 5 at 4:09pm - Report

Candyce Kissam I'm a Mew Army Mom! My son, PFC Kissam, started White Phase
at Ft. Leonard Wood, MO, today. We are so proud of his choice to Serve.
June 5 at 3:57pm - Report

Show 2 more comments. ..

Candyce
©Oh, Lori. I am so sorry. Hang in there.

Candyce m June 5
Is the last time you talked to Bryant was in Maine? Is he in Irag
yet?




If you aren’t comfortable placing this
information on a sign in your front yard, don’t
put it on a Web site.
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Educate vs. Regulate

— Mitigate the risk of using social media by
educating the Soldiers, not by stopping the
dialogue.

— Think about what you post and what
people can figure out about you.

':‘ Deana Correa [ love and miss my soldier. I appreciate all you do and what you
. Qive up for your country, Heres a hig thanks to all serving right now!

i; Tue at 6:31pm * Report

Lauren Thompson [ love and miss my soldier who is serving in Afghanistan right
™ now!! [ have survived 2 weeks of this deployment. Just want to say thanks to all the
% = soldiers for their service and to the families as well for their love and support!!
11:23am * Report



- WWW.ARMY. MIL
THE OFFICIAL H(;MEPAGE OF THE ;NIYED STATES ARMY

Treat social media sites
like the newspaper. If you

Home News

News Front Page

ARNews
Americas
Middle East
Europe
Africa

Asia & Pacific

Inside the Army
Human Interest
Community Relations
Health

Science & Technology
News Releases

Archive

G RSS
Podcasts

Related Articles

® Army Spouse wins Food

Network's Ultimate Recipe

Showdown

® Accessions Command

intradicas naw Srmu_snausa

Homepage > News Front Page > Article

Info Leaders Army Life Join Blog l

don’t want to see it in
print, don’t say it!

U.S. Army Africa honors military spouses

Rick Scavetta (U.S. Army Africa)

Stories are written daily
about our Soldiers and
their families. We are
always careful.

Photo credit Maj. Ryan Dilton, U.S. Army Africa PAO

Maj. Gen. Williaon 8. Garrett III, commander of U.S. Avmy Africa, chats with two military spouses, Mindy Butler and Tiffany
Ingledue - whose husbands serve in the 2nd Battalion 503rd Infantry Regiment, recently st & volunteer recognition ceremony.



U.S.ARMY ||

Know the rules on what’s
releasable. Different agencies
across the Army interpret rules
differently.

— Personally Identifiable
STt R S— . . .
o o macisn s |NIfOrMation - any information

about an individual which can be
used to distinguish or track their
identity, or any information
linked to an individual, such as
employment history.

AAAAAAAA

Middle East




Trust your people

— No one is going to intentionally divulge
information that will harm their fellow Soldiers.

— Soldiers are taught from day 1 not to divulge
information that will harm them or their buddies.
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Show results from | Al Networks Atmy Jobs

Are you 18-347 Online form

Displaying 1 - 10 out of over 500 results for: US. Army. 123 Next For your rmy Jobs info.Ho
. ’ ahligation.
v, USMilikary, com
The U, Army Vew Page
— er Business
Other b Remave me From Fans Discover the U.S. Army

Strong Benefits, Vacation &
Tools to Help Vour Future. Be
Army strong

v, GoRrTay. cam

Group: Let's Find 1,000,000 Supporters For The
US. Army
Sizei 45,777 members

Type: Orgarizations - General
P 493 More Members, 3 Board Tapics, 14 Wal Posts, 21
Photos, 2 Links

o
- Group: US. ARMY Join Group =
° Size! 622 merbers

Typs: Cornor Interest - Current Events
Py 3 More Marbers
Group: US. Army Join Group

Sice: 260 members

I f 4 : Type: Organizations - Advecacy Orgarizstions
— We re n O I n e W S s
. . US. Army Reuest to Join
social media space to S
| | Group: US. ARMY Jein Groug:
tell our story, someone B .
, [ Anplications =0 e S - [? e}
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. .
else will do it for us.

1 More Member

(Organizations - General
Wistart| @ @ () 7 [ wbox... | E)resh.. [[ElFace.  B)udo... | E)Fscen.. | Borse... | E)treu... | e . | Bipacs... | Bus.. [ drea. | dren. [T DX a3 SM a9 @ nom

* Over 500 U.S. Army fan pages in existence



* Be ready to assume some risk, and mitigate
that risk as best you can

* Ensure you have senior leader support and
understanding

e Moderate and monitor
* Have a plan for crises
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LTC Kevin V. Arata

Director, Online and Social Media Division
U.S. Army

kevin.arata@us.army.mil

703.697.1849
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